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Surveillance and data protection on the Internet.

 Tools to support data protection-competent behaviour



Agenda
1. Data Protection and security on the internet

● What is data protection? What is data security?
● What does surveillance on the internet mean?
● Why is data protection on the internet necessary?
● What data is transferred/collected? 

                                                                                                      
2. Laws on data transfer and security                     

● GDPR and similar examples 

3. Tools to support data protection-competent behaviour
● Antivirus Program
● Password Manager
● Privacy Web Browser (Search Engine, Browser Extensions)
● Secure Messaging Apps
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Data protection and security on the Internet

3



Data protection & Data security 
Data protection is not about protecting any data - e.g., from unauthorized access or misuse
→ it’s specifically about protecting a person’s privacy and his or her personal data

Data protection
Protection of citizens against 
unauthorized collection, storage 
and sharing of data concerning 
them.

Data security
Security of data against illegal 
access by unauthorized persons.
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“Any information relating to an identified or identifiable natural person (‘data 
subject’). An identifiable natural person is one who can be identified, directly or 
indirectly, in particular by reference to an identifier” (GDPR, 2018)

→ physical, genetic, biometric, social, economic or similar data
E.g., name, occupation, hair colour or online ID such as an e-mail address, IP 
address or location coordinates

Personal data →

GDPR (2018),  Art. 4; Digitale Gesellschaft e.V. (2018); Duden online (n.d.)



What does surveillance on the internet mean?

5Binns, 2022, pp 3; W3C, 2019

“the collection of data regarding a particular user's activity across multiple distinct 
contexts and the retention, use, or sharing of data derived from that activity 
outside the context in which it occurred” (W3C, 2019)

“Tracking” → 

Web Smartphone Internet of Things Devices



Why data protection is necessary? 
● Security measures should guard against unintentional data 

loss or destruction as well as intentional misuse. 

● Data can be collected, compiled, analysed, and used to try 
and sell us stuff.

● Mobile phones and improved Internet connectivity have 
enabled online social, economic, and financial activities in 
developing countries which has increased internet crimes.

● Inadequate protection can harm the economy by reducing 
customer confidence and restricting enterprises.

6(Onugha 2020 , p2 )



What data is transferred/collected?

● Personal Information using cookies
○ Name
○ Gender
○ Phone number
○ Email
○ IP address

● Browser history
  

● Payment data
   

● Location using social media
○ Address
○ ZIP code

● Medical records by Insurance companies

(Jakobi et al. 2020,  p.36 & p.37; Cherry, 2014, p.2 & p.5)
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(Source: https://www.pcmag.com/news/facebook-uber-and-dating-sites-top-list-of-companies-collecting-your-personal)

https://www.pcmag.com/news/facebook-uber-and-dating-sites-top-list-of-companies-collecting-your-personal
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Third-Party access to our data
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Unnoticed Surveillance 
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Laws on data transfer and security



Are there laws on data transfer and security? 

                     

● The German region of Hesse passed the first law in 
1970

● National laws emerged soon afterwards:
○ Sweden, Germany, France 

● As of January 2018, over 100 countries had adopted 
data protection laws

● Over time, regional legal frameworks were also 
adopted. 

● In 1980, the Organisation for Economic 
Cooperation and Development (OECD) 
developed its guidelines, which included 
‘privacy principles’

 
● This was modernised in 2018.

(“Privacy International: Data Protection Guide, 2018,  p.10-11.) 11

International privacy. (n.d.). Pixabay. Retrieved February 10, 2023, from https://pixabay.com/photos/regulation-gdpr-data-protection-3246979/

Flags. (n.d.). Pixabay. Retrieved February 10, 2023, from https://pixabay.com/photos/flags-europe-eu-flag-european-1615129/



What is GDPR? Are there similar examples in the rest of 
the world? 

● The GDPR came into force in 2018, replacing 
the old Data Protection Act 1998. (Mehrnezhad, Maryam and 

Coopamootoo, Kovila and Toreini, Ehsan (2022). p.4.)

● General Data Protection Regulation (GDPR) – a 
mandatory regulation that ensures a 
harmonized approach across all EU member 
states.(Biersteker, N. (n.d.). p.47.)

● Other data protection regulations include:
○ California Consumer Privacy Act (CCPA)
○ Chinese Personal Information Security 

Specification (PISS)
○ Indian Personal Data Protection Bill (PDP 

Bill)
○ Russian Federal Law on Personal Data, 

and many more.
(Mehrnezhad, Maryam and Coopamootoo, Kovila and Toreini, Ehsan 
(2022). p.4.)

GDPR. (n.d.). Pixabay. Retrieved February 10, 2023, from https://pixabay.com/photos/internet-technology-laptop-3254288/
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Tools to support data protection-competent behaviour

(Cherry, 2015; Klosowski n.d.)

Browser

Search Engine Extension

Password Manager
Messenger

Antivirus programme
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Protect your computer: Antivirus program
● Protect your computer from malware

○ Malware allows criminals to access or damage data on your computer without your knowledge (Bundesamt für 

Sicherheit in der Informationstechnik n. d.a)

○ Protection against: Spyware, Ransomware, Viruses, Worms, Trojans, Adware, Spam (Moßmann 2021)

○ Looks for known online threats & monitors the behaviour of all programs, reporting suspicious 
behaviour or malicious code

■ Program primarily compares the data on your computer with the “Fingerprints” of known malware
■ These "Fingerprints" must always be up to date (Bundesamt für Sicherheit in der Informationstechnik n. d.a). Therefore, you 

need to update the software regularly.
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• The program is available free of 
charge as a basic program

• Protection for Android, iOS, macOS, 
Windows

• PCMAG test winner for 2023
• Encrypted connection possible via 

VPN
• Wi-Fi Network security
• 6 layers of antivirus security: smart 

scan, cyber capture, behaviour shield, 
file shield, rescue disk, quarantine

• Safe browsing & emailing
• Data leak alerts

• Security is limited on smartphones 
(iOS, Android)

• Many useful functions require an 
upgrade. This means that many 
advanced functions are chargeable

• The user may receive a lot of false 
alarms

Other antivirus programs

Link: https://www.webroot.com/us/en 

Link: https://www.bitdefender.com/ 

Link: https://www.avg.com/en-ww/store#pc 

Link: https://www.avira.com/  

+ -

Link: https://www.avast.com (Rubenking 2023a; Rubenking 2023b)
For a detailed comparison, you can read more here:
https://bit.ly/3YtuNHy 

https://www.webroot.com/us/en
https://www.bitdefender.com/
https://www.avg.com/en-ww/store#pc
https://www.avira.com/
https://www.avast.com
https://bit.ly/3YtuNHy


Choose and manage a secure password - Password Manager
● Long password (eight characters long)

○ Use all available characters: upper and lower case letters, numbers and special characters (Bundesamt für Sicherheit in 

der Informationstechnik n. d.b)

● Online data safes store, offline data safes store (Datenschutz.org 2022)

● Not advisable to store personal passwords in the password managers of browsers → third parties can quickly 
gain access to them (Datenschutz.org 2022)

● “Have I been pwned” → https://haveibeenpwned.com/ 

+ -

• Best for open-source 
password management

• Two-Factor Authentication
• Analyzes passwords and 

security
•  “Inexpensive“ 10$ per year
• Supports all popular 

platforms and browsers → 
offers Apps

• Family Organization → 
sharing Tool

• Full-scale secure sharing 
costs extra

• 1 GB encrypted storage by 
default → each additional 
gigabyte costs 4$ per year

• Multi-factor authentication 
via hardware key for paying 
users only
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Other password managers

Link: https://bitwarden.com/ (Key 2023a; Key 2023b)

Link: https://www.logmeonce.com/ 

Link: https://passhub.net/login.php? 

Link: https://nordpass.com/ 

Link: https://us.norton.com/ 

Link: https://www.avira.com/en/password-manager 

Link: https://www.enpass.io/ 

Link: https://keepass.info/ 

For a detailed comparison, you can read more here:
https://bit.ly/3lySuPZ 

https://haveibeenpwned.com/
https://bitwarden.com/
https://www.logmeonce.com/
https://passhub.net/login.php
https://nordpass.com/
https://us.norton.com/
https://www.avira.com/en/password-manager
https://www.enpass.io/
https://keepass.info/
https://bit.ly/3lySuPZ


Data Protection on the Internet
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Privacy Web Browser

Search Engine

Browser Extension



Privacy Web Browser

+ -
• Simple to use
• Anonymizes traffic on the web
• Uses onion routing protocol →  „The Onion Router“ 
• Traffic is relayed and encrypted in a circuit across three 

Tor relays around the world → no website knows where 
you are connecting from

• Nearly impossible for your activity to be tracked
• Allows you to browse also through dark web 

(only save with VPN)
• Search Engine DuckDuckGo
• Onion Browser for iOS
• Deletes browser history after session
• Security settings: block elements that could be used to 

attack the computer

• Browser experience is different
• Tor provides a slower experience
• Some websites may not work or load (depending on 

security level)
• Can‘t guard against every threat → You need a VPN
• The fact that nothing is tracked does make it easier for 

those with bad intentions in dark web
• Can draw unwanted attention

Link: https://www.torproject.org/download/ (Sajan et al., 2021, pp. 5600; Muchmore 2023) 17

https://www.torproject.org/download/


Security level

Tor Browser will close all 
windows and tabs to reset 
the identity of the user
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DuckDuckGo is an internet 
search engine that 
prioritizes the privacy of 
searchers and avoids the 
filter bubble of 
personalized search 
results. DuckDuckGo does 
not display search results 
from content farms. 
With DuckDuckGo these 
settings: private search, 
tracker blocking and site 
encryption are activated. 
(DuckDuckGo n.d.)
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Privacy Web Browser 

+ -
• Easy to use: based on Google Chrome
• Fast
• Many options and individual settings → no 

installation of adblock extensions necessary
• Tracker Blocker
• Ad Blocker
• Cookie Blocker
• Search Engine DuckDuckGo
• App
• Connection to the Tor Browser possible
• Display of blocked trackers

• Doesn‘t always work well with every site
• In the settings, the user loses the overview 

because so many options are offered without an 
explanation.

Link: https://brave.com/ (Leith, 2021, p. 41623; Brave n.d.; Muchmore 2023)
20

https://brave.com/


Privacy Settings

private search 
with Tor 
Browser
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Other privacy web browsers
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Link: https://www.avast.com/secure-browser 

Link: https://axia.global/axplorer 

Link: https://www.mozilla.org/en-US/firefox/new/ 

Microsoft Edge
Link:
https://www.microsoft.com/en-us/edge?exp=e511&form=MA13FJ 

Opera Link: https://www.opera.com/ 

Link: https://vivaldi.com/ 

You can read a detailed comparison in Muchmore's article:
https://bit.ly/3YIPw9V 

https://www.avast.com/secure-browser
https://axia.global/axplorer
https://www.mozilla.org/en-US/firefox/new/
https://www.microsoft.com/en-us/edge?exp=e511&form=MA13FJ
https://www.opera.com/
https://vivaldi.com/
https://bit.ly/3YIPw9V


Browser extensions 

+ -
• Detailed view of trackers

○ Analysis
• Blocks trackers and ads
• Private search
• Free components
• is available for Chrome, 

Firefox, Opera, and Microsoft 
Edge free of charge and also 
with additional security levels 
for a fee.

• Tracker analysis overview is 
not useful to consumers

• Some websites recognize 
this type of tool and as a 
result, deny the user access 
or use of certain services.

24

Other browser extensions

● Plug-in → allows to add certain functions and features to your internet browser
● For example, if you're a fan of Chrome, you can add several browser extensions 

that will help protect your privacy

For a detailed comparison, you can read more here:
https://bit.ly/3XoDfGH Link: https://www.ghostery.com/  (Rubenking 2023c)

Link: https://ironvest.com/ 

Link: https://privacybee.com/#site-content 

Link: 
https://support.avast.com/en-us/article/
install-antitrack-browser-extension/#mac  

Link: https://simplelogin.io/ 

https://bit.ly/3XoDfGH
https://www.ghostery.com/
https://ironvest.com/
https://privacybee.com/#site-content
https://support.avast.com/en-us/article/install-antitrack-browser-extension/#mac
https://support.avast.com/en-us/article/install-antitrack-browser-extension/#mac
https://simplelogin.io/
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Private messenger 
for the 
smartphone

Everyday millions of 
people 
exchange private 
messages 
via messaging apps 
(Statista 2021)



Secure Messaging Apps

+ -

• Open-source, nonprofit 
owned

• Multiplatform support
○ iOS, Android, 

Notebooks
• End-to-end encryption
• No ads, trackers
• The app allows to set a 

password with which you 
can lock the app.

• Your metadata will still 
be saved

• Only the most necessary 
data, such as your 
telephone number and 
profile information, is 
documented
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Link: https://signal.org/en/ (Signal 2023; Bogos et al. 2023, p.3; Eddy 2023)

● End-to-End Encryption → private chat messages are encrypted (Bogos et al. 2023, p. 3) 

● Collecting Metadata
○ Messaging app alternatives (Bogos et al. 2023, p. 3) 

○ Signal scored best in the security test (Bogos et al. 2023, p. 14; Eddy 2023) 

Other secure messaging apps

Link: https://telegram.org/ 

For a detailed comparison, you can read more here:
https://bit.ly/3K1PJks and here 
https://nordvpn.com/blog/most-secure-messaging-app/ 

Link: https://wire.com/en/ 

Link: https://wickr.com/downloads/ 

https://signal.org/en/
https://telegram.org/
https://bit.ly/3K1PJks
https://nordvpn.com/blog/most-secure-messaging-app/
https://wire.com/en/
https://wickr.com/downloads/


Summary
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Browser

Search Engine Extension

Password Manager
Messenger

Antivirus program
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Thank you for listening!
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